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Preface

Apart from being well-versed in fundamentals and advanced information security
concepts, a candidate must be quick and accurate in solving questions to ace ISACA's
Certified Information Security Manager (CISM) certification. This book covers all
four domains of the CISM Review Manual and provides complete coverage of the exam
content through comprehensive explanations of core concepts.

With this book, you will unlock access to a powerful exam-prep platform that includes
interactive practice questions, exam tips, and flashcards. The platform perfectly
complements the book and even lets you clarify your doubts directly with the author.

This blended learning approach of shoring up key concepts through the book and
applying them to answer practice questions online is designed to help build your
confidence in acing the CISM certification.

By the end of this book, you will have everything you need to succeed in your information
security career and pass the CISM certification exam with this handy, on-the-job desktop
reference guide.
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Online Exam-Prep Tools

With this book, you will unlock unlimited access to our online exam-prep platform
(Figure 0.1). This is your place to practice everything you have learned in the book.

Hemang Doshi

Author - CISM Exam Prep Guide 2" Edition

Hemang Doshi is a well-known author for ISACA courses such as CISA, CISM and
CRISC. His courses are sold in more than 150 countries and in more than 30 languages.

Figure 0.1: Online exam-prep platform

Sharpen your understanding of concepts with multiple sets of practice questions and
interactive flashcards, accessible from all modern web browsers. If you get stuck, you can
raise your concerns with the author directly through the website. Before doing that, make
sure to go through the list of resolved doubts as well. These are based on questions asked
by other users. Finally, go through the exam tips on the website to make sure you are

well prepared.

Who This Book Is For

This book is ideal for IT risk professionals, IT auditors, CISOs, information security
managers, and risk management professionals.
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What This Book Covers

This book is aligned with the CISM Review Manual (16th Edition; 2022) and encompasses
the following topics:

Chapter 1: Enterprise Governance provides an overview of information security
governance as a whole. It covers aspects such as the importance of information security
governance, the role of organizational culture in information security, and security
governance metrics.

Chapter 2: Information Security Strategy discusses information security strategy and
highlights areas such as security strategy development, senior management's role in
an organization's security strategy, and the security architecture.

Chapter 3: Information Risk Assessment covers the basic aspects of risk management and
deals with the basic definition of risk and its components, risk identification, analysis and
evaluation, and the security baseline.

Chapter 4: Information Risk Response covers the tools and techniques used for risk
response: namely, risk avoidance, risk mitigation, risk transfer, and risk acceptance.

The chapter also details change management and risk management integration with the
project life cycle.

Chapter 5: Information Security Program Development explores the different procedures
and techniques for developing an information security program and also deals with the
information security program roadmap.

Chapter 6: Information Security Program Management discusses the basics of information
security program management and covers information security program objectives,
the security baseline, and security awareness and training.

Chapter 7: Information Security Infrastructure and Architecture defines information
security architecture and explores how to implement it effectively.

Chapter 8: Information Security Monitoring Tools and Techniques emphasizes the
importance of monitoring tools and techniques and introduces some of the most
commonly used and most useful ones, such as intrusion detection systems, intrusion
prevention systems, and firewalls.

Chapter 9: Incident Management Readiness sets out what it means to be ready for
information security incidents. It covers aspects such as incident classification,
business impact analysis, and insurance.

Chapter 10: Incident Management Operations covers the implementation of business
continuity and disaster recovery processes and also deals with post-incident
review practices.
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How to Get the Most Out of This Book

This book is directly aligned with the CISM Review Manual (16th Edition; 2022) from
ISACA. It is advisable to stick to the following steps when preparing for the CISM exam:

Step 1: Read this book from end to end.

Step 2: Go through ISACA's QAE book or database.

Step 3: Refer to ISACA's CISM Review Manual.

Step 4: Memorize key concepts using the flashcards on the website.

Step 5: Attempt the online practice question sets. Make a note of the concepts you are
weak in, revisit those in the book, and re-attempt the practice questions.

Step 6: Keep repeating the practice question sets till you are able to answer all the
questions in each practice set correctly within the time limit.

Step 7: Review exam tips on the website.

CISM aspirants will gain a lot of confidence if they approach their CISM preparation as
per these mentioned steps.

Recorded Lectures

This book is also available in video lecture format along with 200+ exam-oriented
practice questions on Udemy. Buyers of this book are entitled to 30% off on
Hemang Doshi's recorded lectures. For a discount coupon, please write to
training@hemangdoshiacademy.in.

Requirements for the Online Content

The online content includes interactive elements like practice questions, flashcards, and
exam tips. For optimal experience, it is recommended that you use the latest version of a
modern, desktop (or mobile) web browser such as Edge, Chrome, Safari, or Firefox.


mailto:training%40hemangdoshiacademy.in?subject=

Preface

Instructions for Unlocking the Online Content

To unlock the online content, you will need to create an account on our exam-prep
website using the unique sign-up code provided in this book.

Where to find the sign-up code

You can find your unique sign-up code at the start of Chapter 5, Information
Security Program Development.

Sign Up

By signing up you will accept our and

Figure 0.2: Enter your name and email address in the sign-up form
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1. Create a strong alphanumeric password (2) (minimum 6 characters in length):

<packt>

Sign Up

By signing up you will accept our terms & conditions and

privacy policies.

Figure 0.3: Create a strong password in the sign-up form
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2. Enter the unique sign-up code (3). Once you have entered the code, click the Sign
Up button.

Note

You only need to input the sign-up code once. After your account is created,
you will be able to access the website from any device with only your email
address and password.

<packh

SignUp

©O

By signing up you will accept our terms & conditions and

privacy policies.

Figure 0.4: Enter the unique sign-up code
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3. Upon a successful sign-up, you will be redirected to the dashboard (see Figure 0.5).

Hemang Doshi

Author - CISM Exam Prep Guide 2™ Edition

Hemang Doshi is a well-known author for ISACA courses such as CISA, CISM and
CRISC. His courses are sold in more than 150 countries and in more than 30 languages.

Figure 0.5: Online exam-prep platform dashboard
Going forward, you will simply need to login using your email address
and password.

Note
If you are facing issues signing up, reach out to customercare@packt . com.

Quick Access to the Website

If you have successfully signed up, it is recommended that you bookmark this link for
quick access to the website: https://packt.link/cismexamguidewebsite.
Click the Login link on the top-right corner of the page to open the login page. Use
the credentials you created in Steps 2 and 3 of the Instructions for Unlocking the Online
Content section above.


mailto:customercare@packt.com
https://packt.link/cismexamguidewebsite
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Alternatively, you can scan the following QR code to open the website:

Figure 0.6: QR Code for the CISM online exam-prep platform

CISM Syllabus - 2022

The CISM exam content was updated on June 1, 2022. There are minor changes in domain
nomenclature and substantial changes in the weightage of each domain tested in the new
exam. The following table presents the domains and their corresponding weightage:

Earlier Domains (Applicable up to
May 31, 2022)

Updated Domains (Applicable from
June 1, 2022)

Information Security Governance (24%)

Information Security Governance (17%)

Information Risk Management (30%)

Information Security Risk
Management (20%)

Information Security Program
Development and Management (27%)

Information Security Program (33%)

Information Security Incident
Management (19%)

Incident Management (30%)

Figure 0.7: Previous and updated domains for CISM

Candidates who have based their studies so far on the previous weightings should take
careful note of the changes and adjust their preparations accordingly.

The CISM exam contains 150 questions and covers the 4 information security
management areas mentioned in the preceding table in Figure 0.7.
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The following are the key topics that candidates will be tested on starting from
June 1, 2022:

Number | Key Domains and Topics

1 Information Security Governance

A Enterprise Governance

1A1 Organizational Culture

1A2 Legal, Regulatory, and Contractual Requirements

1A3 Organizational Structures, Roles, and Responsibilities

B Information Security Strategy

1B1 Information Security Strategy Development

1B2 Information Governance Frameworks and Standards

1B3 Strategic Planning (e.g., budgets, resources, and business case)

2 Information Security Risk Management

A Information Security Risk Assessment

2A1 Emerging Risk and Threat Landscape

2A2 Vulnerability and Control Deficiency Analysis

2A3 Risk Assessment and Analysis

B Information Security Risk Response

2B1 Risk Treatment/Risk Response Options

2B2 Risk and Control Ownership

2B3 Risk Monitoring and Reporting

3 Information Security Program

A Information Security Program Development

A1 Information Security Program Resources (e.g., people, tools, and
technologies)

3A2 Information Asset Identification and Classification

3A3 Industry Standards and Frameworks for Information Security

3A4 Information Security Policies, Procedures, and Guidelines
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Number | Key Domains and Topics

3A5 Information Security Program Metrics

B Information Security Program Management

3B1 Information Security Control Design and Selection

3B2 Information Security Control Implementation and Integrations

3B3 Information Security Control Testing and Evaluation

3B4 Information Security Awareness and Training/td>

3B5 Management of External Services (e.g., providers, suppliers, third parties,
and fourth parties)

3B6 Information Security Program Communications and Reporting

4 Incident Management

A Incident Management Readiness

4A1 Incident Response Plan

4A2 Business Impact Analysis (BIA)

4A3 Business Continuity Plan (BCP)

4A4 Disaster Recovery Plan (DRP)

4A5 Incident Classification/Categorization

4A6 Incident Management Training, Testing, and Evaluation

B Incident Management Operations

4B1 Incident Management Tools and Techniques

4B2 Incident Investigation and Evaluation

4B3 Incident Containment Methods

4B4 Incident Response Communications (e.g., reporting, notification,
and escalation)

4B5 Incident Eradication and Recovery

4B6 Post-Incident Review Practices

Figure 0.8: Key CISM topics
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14 Enterprise Governance

Governance is an important aspect of the certified information security manager
(CISM) exam. In simple terms, governance means a set of policies, procedures, and
standards used to monitor and control an activity. Enterprise governance refers to
policies, procedures, and standards put in place to monitor an entire organization.
Information security governance is a subset of overall enterprise governance, and its
objective is to monitor and control activities related to information security.

In this chapter, you will gain an overview of information security governance and
understand the impact of good governance on the effectiveness of information
security projects.

You will learn about how organizational structure and culture impact information
security governance and details about the various roles and responsibilities of the security
function. You will also be introduced to the best practices for implementing information
security governance.

This chapter will cover the following topics:

« Importance of Information Security Governance
o Organizational Culture

« Legal, Regulatory, and Contractual Requirements
 Retention of Business Records

« Organizational Structure

« Maturity Model

» Governance of Third-Party Relationships

 Information Security Governance Metrics

Importance of Information Security
Governance

In simple terms, governance can be defined as a set of rules to direct, monitor, and control
an organization's activities. Governance can be implemented in the form of policies,
standards, and procedures. The information security governance model is primarily
impacted by the complexity of an organization's structure. An organization's structure
includes its objectives, vision, mission and strategy, different function units, different
product lines, hierarchy, and leadership structure. A review of organizational structure
helps the security manager to understand the roles and responsibilities of information
security governance, as discussed in the next section.
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Information is one of the most important assets for any organization and its governance
is mandated by various laws and regulations. For these reasons, information security
governance is of critical importance.

As a board member, | wanted to
have a look at the governance
checklist, not the ‘cheque list’.
But this is also fine.

Figure 1.1: Information security governance

Desired Outcomes of Good Information Security
Governance

A well-structured information security governance model aims to achieve the
following outcomes:

To ensure that security initiatives are aligned with the business strategy and that
they support organizational objectives

To optimize security investments and ensure the high-value delivery of
business processes

To monitor the security processes to ensure that security objectives are achieved

To integrate and align the activities of all assurance functions for effective and
efficient security measures

To ensure that residual risks are well within acceptable limits. This gives comfort to
the management
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Responsibility for Information Security Governance

The responsibility for information security governance primarily resides with the board
of directors, senior management, and the steering committee. They are required to make
security an important part of governance by monitoring its key aspects. Information
security governance is a subset of enterprise governance.

Senior management is responsible for ensuring that security aspects are integrated with
business processes. The involvement of senior management and the steering committee
in discussions and the approval of security projects indicates that the management is
committed to aspects relating to security.

Generally, a steering committee consists of senior officials from different departments.
The role of an information security steering committee is to provide oversight of the
organization's security environment.

Steps for Establishing Governance

Governance is effective if it is established in a structured manner. A CISM aspirant should
understand the following steps for establishing security governance:

1. First, determine the objectives of the information security program. Most often,
these objectives are derived from risk management and the acceptable level of risk
that the organization is willing to take. For example, an objective for a bank may be
that their system should always be available for customers - that is, there should be
zero downtime. In this manner, information security objectives must align with and
be guided by the organization's business objectives.

2. Next, the information security manager develops a strategy and a set of
requirements based on these objectives. The security manager is required to
conduct a gap analysis and identify the best strategy to move to the desired state of
security from its current state of security. The desired state of security is also termed
the security objectives. This gap analysis becomes the basis for the strategy.
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3. 'The final step is to create the road map and identify specific actionable steps to
achieve the security objectives. The security manager needs to consider various
factors, such as time limits, resource availability, security budget, and laws
and regulations.

These specific actions are implemented by way of security policies, standards,
and procedures.

Governance Framework

A governance framework is a structure or outline that supports the implementation of
information security strategies. It provides the best practices for a structured security
program. Frameworks are flexible structures that any organization can adopt as per their
environment and requirements. COBIT and ISO 27001 are both examples of widely
accepted and implemented frameworks for security governance.

As information security governance is a subset of the overall enterprise governance of an
organization, the same framework should be used for both enterprise governance and
information security governance. This ensures better integration between the two.

Top-Down and Bottom-Up Approaches

There are two possible approaches to governance: top-down and bottom-up.

In a top-down approach, policies, procedures, and goals are reviewed and approved
by senior management, hence policies and procedures are directly aligned with
business objectives.

A bottom-up approach may not directly address management priorities. In a bottom-up
approach, operational level risks are given more importance.
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Key Aspects from the CISM Exam Perspective

The following are some key aspects from the exam perspective:

Question

Possible Answer

Which approach (that is,
top-down or bottom-up) is more
effective for governance?

The effectiveness of governance is best ensured by
a top-down approach.

In a top-down approach, policies, procedures,
and goals are set by senior management and
hence policies and procedures are directly aligned
with business objectives. A bottom-up approach
may not directly address management priorities.
The effectiveness of governance is best ensured by
a top-down approach.

What are the most important
aspects of an information
security strategy from a senior
management perspective?

Business priorities, objectives, and goals.

What is a governance framework?

A governance framework is a structure that
provides the outline to support processes and
methods.

Figure 1.2: Key aspects from the CISM exam perspective

A Note on the Practice Questions

Throughout this book, and within the CISM certification exam itself, more than one of
the answers may address the problem posed by the question. For that reason, it is very
important to carefully read the question and ensure you pick the answer that represents
the most important element of the solution.
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Please also note, as ISACA recommends only those with "technical expertise and
experience in IS/IT security and control” seek CISM certification, that this book assumes
some prior experience in the field. With that in mind, you will face some questions
intended to test your expected pre-existing knowledge. Do not worry if you do not get
these questions right the first time; full explanations are given after every question to help
you fill any gaps in your understanding.

Note

You can find the answer key and explanations for all practice and revision
questions for this chapter under the section Chapter 1, Enterprise Governance
of the solution set titled Answers to Practice Questions located at the end of
the book.

Practice Question Set 1

1. An information security manager has been asked to determine the effectiveness of
the information security governance model. Which of the following will help them
decide whether the information security governance model is effective?

A.

B.

C.
D.

Security projects are discussed and approved by a steering committee
Security training is mandatory for all executive-level employees
Security training module is available on the intranet for all employees

Patches are tested before deployment

2. An information security manager is reviewing the information security governance
model. The information security governance model is primarily impacted by:

A.

B
C.
D

The number of workstations
The geographical spread of business units
The complexity of the organizational structure

The information security budget
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3. Which of the following is the first step in implementing information

security governance?

A. Employee training

B. The development of security policies

C. The development of security architecture

D. The availability of an incident management team

4. Which of the following factors primarily drives information security governance?

A.

B.

C.
D.

Technology requirements
Compliance requirements
The business strategy

Financial constraints

5. Which of the following is the responsibility of the information security governance

steering committee?

A.

B.

C.
D.

To manage the information security team
To design content for security training
To prioritize information security projects

To provide access to critical systems

6. Which of the following is the first step of information security governance?

A.

B.

C.
D.

To design security procedures and guidelines
To develop a security baseline
To define the security strategy

To develop security policies

7. Which of the following is the most important factor for an information security
governance program?

A.

B
C.
D

To align with the organization's business strategy
To derive from a globally accepted risk management framework
be able to address regulatory compliance

To promote a risk-aware culture
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8.

10.

11.

12.

Effective governance is best indicated by:

A. An approved security architecture

B. Certification from an international body
C. Frequent audits

D. An established risk management program

Which of the following is the effectiveness of governance best ensured by?
A. The use of a bottom-up approach

B. Initiatives by the IT department

C. Compliance-oriented approach

D. The use of a top-down approach

What is the prime responsibility of the information security manager in the
implementation of security governance?

A. To design and develop the security strategy
B. To allocate a budget for the security strategy
C. To review and approve the security strategy

D. To train the end users

What is the most important factor when developing information
security governance?

A. To comply with industry benchmarks
B. To comply with the security budget
C. To obtain a consensus from business functions

D. To align with organizational goals

What is the most effective way to build an information security
governance program?

A. To align the requirements of the business with an information
security framework

B. To understand the objectives of the business units

O

To address regulatory requirements

D. To arrange security training for all managers
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13. What is the main objective of information security governance?
A. To ensure the adequate protection of information assets
B. To provide assurance to the management about information security
C. To support complex IT infrastructure
D. To optimize the security strategy to support the business objectives
14. The security manager notices inconsistencies in the system configuration. What is
the most likely reason for this?
A. Documented procedures are not available
B. Ineffective governance
C. Inadequate training

D. Inappropriate standards

15. What is an information security framework best described as?
A. A framework that provides detailed processes and methods
B. A framework that provides required outputs
C. A framework that provides structure and guidance

D. A framework that provides programming inputs

16. What is the main reason for integrating information security governance into
business activities?

A. To allow the optimum utilization of security resources
B. To standardize processes
C. To support operational processes

D. To address operational risks

17. Which of the following is the most important attribute of an effective information
security governance framework?

A. A well-defined organizational structure with necessary resources and
defined responsibilities

B. The availability of the organization's policies and guidelines

O

Business objectives supporting the information security strategy

D. Security guidelines supporting regulatory requirements
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18. What is the most effective method to use to develop an information
security program?

A.

B
C.
D

A standard
A framework

A process

A model

Organizational Culture

The culture of an organization and its service provider is the most important factor that
determines the implementation of an information security program. An organization's
culture influences its risk appetite, that is, its willingness to take risks. This will have

a significant influence on the design and implementation of the information security
program. A culture that favors taking risks will have a different implementation approach
compared to a culture that is risk averse.

We have a strong and supportive
information security culture. We
discuss our passwords with each
other to determine whether they
are strong enough to meet the
requirements of our IS policy.

Figure 1.3: Organizational culture

Cultural differences and their impact on data security are generally not considered during
security reviews. Different cultures have different perspectives on what information is
considered sensitive and how it should be handled. This cultural practice may not be
consistent with an organization's requirements.
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For some organizations, financial data is more important than privacy data. So, it is
important to determine whether the culture of the service provider is aligned with the
culture of the organization. Cultural differences and their impact on data security are
generally not considered during security reviews.

Acceptable Usage Policy

An acceptable usage policy (AUP) generally includes rules for access controls,
information classification, incident reporting requirements, confidentiality requirements,
email, and internet usage requirements. All participants must understand which behaviors
and acts are acceptable and which are not. This maintains a risk-aware culture.

A well-defined and documented AUP helps spread awareness about the dos and don'ts of
information security.

It is essential that the AUP is conveyed to all users, and acknowledgment should be
obtained from the users that they have read and understood the AUP. For new users,
an AUP should be part of their induction training.

Ethics Training

The information security manager should also consider implementing periodic training
on ethics. Ethical training includes emphasizing moral principles that govern a person's
behavior or the conduct of an activity. It includes guidance on what the company
considers legal and appropriate behavior.

Training on ethics is of utmost importance for employees engaged in sensitive activities,
such as monitoring user activities or accessing sensitive personal data.

Some examples of unethical behavior include improper influence on other employees or
service providers, use of corporate information or assets for private benefit, accepting gifts
or bribes, and multiple employments.

Acknowledgment should be obtained from employees on understanding ethical behavior
and the code of conduct and this should be retained as part of the employment records.
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Practice Question Set 2

1.

A newly appointed information security manager is reviewing the design and
implementation of the information security program. Which of the following
elements will have a major influence on the design and implementation of the
information security program?

A. Types of vulnerabilities

B. The culture of the organization

C. The business objectives

D. The complexity of the business

Which of the following is the most important factor to consider while developing a
control policy?

A. Protecting data

B. Protecting life

C. Protecting the business's reputation

D. Protecting the business objectives

Which of the following risks is most likely to be ignored during an onsite inspection
of an offshore service provider?

A. Cultural differences
B. Security controls
C. The network security

D. The documented IT policy

What does an organization's risk appetite mostly depend on?
A. The threat landscape

B. The size of the information security team

C. The security strategy
D

. The organization's culture
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5. What factor has the greatest impact on the security strategy?
A. IT technology
B. System vulnerabilities
C. Network bandwidth

D. Organizational goals

6. What is the most important consideration when designing a security policy for a
multi-national organization operating in different countries?

A. The cost of implementation
B. The level of security awareness of the employees
C. The cultures of the different countries

D. The capability of the security tools

7. What is the most important factor in determining the acceptable level of
organizational standards?

A. The current level of vulnerability
B. The risk appetite of the organization
C. IT policies and processes

D. The documented strategy

8.  What is the most important factor for promoting a positive information
security culture?

A. Monitoring by an audit committee

B. High budgets for security initiatives
C. Collaboration across business lines
D

Frequent information security audits
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Legal, Regulatory, and Contractual
Requirements

An information security manager should be cautious about adherence to laws and
regulations. Laws and regulations should be addressed to the extent that they impact
the organization.

Processes should be in place to scan all new regulations and determine their applicability
to the organization.

The information security manager is required to determine the processes and activities
that may be impacted and whether existing controls are adequate to address any new
regulations. If not, further controls should be implemented to address the new regulations.

Departments affected by any new regulations are in the best position to determine the
impact of new regulatory requirements on their processes, as well as the best ways to
address them.

Key Aspects from the CISM Exam Perspective

The following are some key aspects from the exam perspective:

Question Possible Answer

Who should determine the control The affected department (as they are in
processes for any new regulatory the best position to determine the impact
requirements? of new regulatory requirements on their

processes and the best way to address them)

What is the first step of an information | To determine the processes and activities
security manager who notices a new that may be impacted
regulation impacting one of the

o ? To assess whether existing controls meet the
organization's processes?

regulations

What is the major focus of privacy law? | To protect identifiable personal data

Which factors have the greatest impact | Organizational goals and objectives
on the security strategy?

Figure 1.4: Key aspects from the CISM exam perspective
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Practice Question Set 3

1.

An information security steering committee has approved the implementation of
a bring your own device (BYOD) policy for mobile devices. As an information
security manager, what should your first step be?

A. To ask management to stop the BYOD policy implementation, stating the
associated risk

B. To prepare a business case for the implementation of BYOD controls

C. To make the end users aware of BYOD risks

D. To determine the information security strategy for BYOD

New regulatory requirements impacting information security will mostly come
from which of the following?

A. The chief legal officer

B. The chief audit officer

C. Affected departments

D. Senior management

Primarily, the requirements of an information security program are based on which
of the following?

A. TheIT policy
B. The desired outcomes
C. The management perceptions

D. The security strategy

Which of the following should be the first step of an information security manager
who notices a new regulation impacting one of the organization's processes?

A. To pass on responsibility to the process owner for compliance
B. To survey the industry practices

C. To assess whether existing controls meet the regulation

D

. To update the IT security policy
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Privacy laws are mainly focused on which of the following?

A. Big data analytics

B. Corporate data

C. Identity theft

D. Identifiable personal data

The information security manager notices a regulation that impacts the handling of
sensitive data. Which of the following should they do first?

A. Determine the processes and activities that may be impacted.

B. Present a risk treatment option to senior management.

C. Determine the cost of control.

D. Discuss the possible consequences with the process owner.

The information security manager should address laws and regulations in
which way?

A. To the extent that they impact the organization
B. To meet the certification standards
C. To address the requirements of policies

D. To reduce the cost of compliance

What is the most important consideration for organizations involved in cross-
border transactions?

A. The capability of the IT architecture
B. The evolving data protection regulations
C. The cost of network bandwidth

D. The incident management process

What should be the next step for the board of directors when they notice new
regulations are impacting some of the organization's processes?

A. Instruct the information security department to implement specific controls
B. Evaluate various solutions to address the new regulations

C. Require management to report on compliance
D

Evaluate the cost of implementing new controls
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10. Which of the following factors is the most difficult to estimate?

A.

B.

C.
D.

Vulnerabilities in the system
Legal and regulatory requirements
Compliance timelines

The threat landscape

11. What should the next step be for an information security manager upon noticing
new regulations impacting some of the organization's processes?

A.

B
C.
D

To identify whether the current controls are adequate
To update the audit department about the new regulations
To present a business case to senior management

To implement the requirements of new regulations

Retention of Business Records

The information security manager should ensure that an adequate record retention
policy is in place and that this is followed throughout the organization. A record retention
policy will specify what types of data and documents are required to be preserved, and
what must be destroyed. It also specifies the number of years for which that data is
required to be preserved.

The law allows us to keep these
records as long as we need them
for business purposes. In other
words, we need to retain them
permanently.

Figure 1.5: Record retention
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Record retention should primarily be based on the following two factors:

» Business requirements

o Legal requirements

If a record is required to be maintained for three years as per the business requirements,
and for two years from a legal perspective, then it should be maintained for three years.

Organizations generally design their record retention policy in line with the relevant laws
and regulations.

Electronic Discovery

Electronic discovery (e-discovery) is the process of the identification, collection, and
submission of electronic records in a lawsuit or investigation. The best way to ensure the
availability of electronic records is to implement comprehensive retention policies. A
retention policy dictates the terms for storing, backing up, and accessing the records.

Key Aspects from the CISM Exam Perspective

The following are some key aspects from the exam perspective:

Question Possible Answer

What is e-discovery? E-discovery is the process of identifying,
collecting, and submitting electronic
records in a lawsuit or investigation.

What are the factors on which record Business requirements.
retention is based? .
Legal requirements.

(If both options are available, then
preference should be given to business
requirements as it is generally
assumed that business requirements
already include consideration of legal
requirements.)

Figure 1.6: Key aspects from the CISM exam perspective
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